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Online Safety - YouTube

There is no denying it, children love YouTube. They can spend hours searching and watching
their favourite videos, researching a school topic or creating their own videos and uploading
them to share with family and friends. Unfortunately, not everything on YouTube is child
friendly, and young people can come across some very inappropriate content including
violence, sexual videos, bad language and even bullying and trolls.

YouTube can be an amazing resource for knowledge and entertainment, as well as a great
way for children to explore their creativity when making videos. However, don’t forget that
YouTube’s own terms and conditions mean that it should not be used by anyone under 13
years of age. By following the advice and tips on the information leaflet (sent out with the
newsletter), you can make it a safer place, but remember you can’t make it 100% safe, so
keep having regular chats with your children about what they are doing and take time to sit
down with them and use YouTube together and have some fun as a family.

If your children are under 13 years of age then YouTube has created an App available on
Google Play and Apple’s App store especially for them called ‘YouTube for Kids’. Created
especially by YouTube using stronger filtering algorithms to keep kids safe. Remember
though nothing is 100% safe so maintain an interest in what they are doing and keep having
those important safety chats. There is a second leaflet about YouTube for Kids with this
newsletter: ‘What Parents & Carers Need to Know about YouTube’

If you have any further questions or need any more advice regarding this,
please contact Mrs Hitchins.



https://kids.youtube.com/

At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they

feelitis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What{ParentsitCarersiNeed|tojknowlabout!

YOUTUBE KIDS

YouTube Kids is a child-friendly version of YouTube which offers a colourful and easy-to-navigate
environment that's suitable for young children. This app is easily accessible and available for mobile
devices, which can be downloaded without needing the YouTube app on the device. Despite YouTube 4
Kids seeming like a very child-friendly platform, it has raised concerns over its advertising and ——
inappropriate content seeping through the curation process.

Download the YouTube Kids
app and connect your own
YouTube channel.

Input your child’s name,
age and birth month.

HELLO

Select the types of videos
you want to include for your
child based on their age and
your own personal choice.
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If you decide to approve

the content yourself, the

app will present you with
sample videos for you to
accept and reject.

Once you’'ve made your

choice, you're ready to use
the app!
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REMOVE ADVERTISEMENTS } & | BE WARY OF UNSUITABLE CONTENT pu DISABLE SEARCH OPTION -

Like YouTube, adverts on YouTube Kids are also YouTube Kids has a far lower chance of @ : YouTube Kids allows you to disable the search
» quite pervasive. If you decide you don’t want your showing unsuitable material than YouTube, feature, which you may find useful in preventing
.| child being exposed to adverts, you can subscribe but there are still reports of malicious users  cmsor® your child from unintentionally finding
to YouTube Premium which will remove adverts on deliberately uploading inappropriate content. age-inappropriate content. Doing this will also
YouTube Kids. However, it's worth remembering It's important that your child feels able to talk to give you more control over what your child is
that this doesn’t block adverts that content you if they were ever exposed to upsetting watching. It’s also worth noting that setting an
creators decide to make as part of their content, content in the future. It's also safest to report age limit will ensure thqt&/our child is only
and children are still able to access channels . inappropriate videos: tap the three dots in the exposed to recommended videos that are
from branded fast food or toy companies. 4 corner of the video and select ‘Report’. . deemed suitable for their age group. @@
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RESTRICT VIEWING TIME MONITOR WATCH HISTORY 1 WATCH TOGETHER

The YouTube Kids app provides you with the YouTube Kids has also made it possible for gt

It's important to make YouTube Kids a fun and
option of setting up a timer to monitor and parents and carers to see what their children i

positive experience for your child. This may require
spending time findinq channels and content that
ill

limit your child’s daily usage, which are watching on the app by clickin%on the b ke . an AL
you and your child will enjoy and benefit from. Try

automatically stops the video when it ‘Recommended’ icon on the top right of the <

reaches the set time. It may be best to make home screen. It may also be worth havin%a introducing fqmiIY sessions where you can share
use of this feature to prevent screen look at what your child has recently watched the most enjoyable videos that you and your child
addiction - which can potentially lead to by clicking on their history tab. The red bar on have recently watched. This can be a great way of
children staying up too late, affecting their the video shows how much of the video has giving you and your child many new things to talk
mood and concentration the following day. been watched. about with each other.

Meet Our Expert

Clare Godwin (a.k.a. Lunawolf) has worked as an editor and
journalistin the gaming industry since 2015, providing
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websites with event coverage, reviews and gaming guides.
She is the owner of Lunawolf Gaming and is currently working
on various gaming-related projectsincluding game
development and writing non-fiction books.
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 20.04.2022
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What Parents & Carers Need to Know about

> YOUTUBE -

YouTube is a video-sharing social media platform that allows billions of people around the world to watch,
share and upload their own videos with a vast range of content - including sport, entertainment,
education and lots more. It's a superb space for people to consume content that they‘re
interested in. As a result, this astronomically popular platform has had a huge social
«_ impact: influencing online culture on a global scale and creating new celebrities

INAPPROPRIATE CONTENT

YouTube is free and can be accessed
via numerous devices, even without
creating a YouTube account. Some
content is flagged as ‘age-restricted’
(requiring the user to be logged into an
account with a verified age of 18), but
¢ children can still view some mildly
inappropriate material. This can include
profanity and violence, which some
young users may find upsetting.
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~ CONNECT WITH STRANGER

YouTube is a social media platform
which allows people to interact with
other (usually unknown) users. Account
holders can leave comments on any
video they have access to, as well as
messaging other users directly.
Connecting with strangers online, of
course, can potentially lead to children
being exposed to adult language, to

cyberbullying and even to encountering ; v )
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SUGGESTED CONTENT -

YouTube recommends videos related to e

what the user has previously watched on &
~ their account, aiming to provide content
= that will interest them. This is intended to
be helpful but can also lead to
binge-wqtching and the risk of screen
addiction, especially if ‘auto-play’ is
activated. Users without an account are
shown popular videos from the last 24
hours, which might not always be
suitable for children.
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GH VISIBILITY
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Content creators can also be put at
risk — especially young ones who try to
make their online presence as visible
as possible. Creating and uploadin
content exposes children to potential
harassment and toxicity from the
comments section, along with the
possibility of direct messaging from
strangers. Videos posted publicly can be
watched by anyone in the world.
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TRENDS AND CHALLENGES

YouTube is teeming with trends,
challenges and memes that are fun to
watch and join in with. Children often find Y
these immensely entertaining and might

want to try them out. Most challenges
tend to be safe, but many others may
harm children through either watching or
cop?ling. The painful ’salt and ice —_—
challenge’, which can cause injuries very —
quickly, is just one of many such

examples.
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SNEAKY SCAMMERS o

Popular YouTube channels regularly have
scammers posing as a well-known
influencer in the comments section,
attempting to lure users into clicking on
their phishing links. Scammers
impersonate YouTubers by adoptin

their names and profile images, an

4 sometimes offer cash gifts or ‘get rich \*\

uick’ schemes. Children may not realise
that these users are not who they claim
to be.

rents & Carers < .
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Restricted Mode is an optional setting that
prevents YouTube from showing inappropriate
content (such as drug and alcohol abuse, graphic
violence and sexual situations) to underage
viewers. To prevent your child from chancing
across age-inappropriate content on the
platform, we would recommend enabling
Restricted Mode on each device that your

child uses to access YouTube. CENSQRED
CHECK OTHER PLATFORMS <33
Influential content creators usually have ‘9"@

other social media accounts which they
encourage their fans to follow. Having an open
discussion about this with your child makes it
easier to find out how else they might be
following a particular creator online. It also
opens up avenues for you to check out that
creator’s other channels to see what type of
content your child is being exposed to.
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TRY GOOGLE FAMILY

Creating a Google Family account allows

you to monitor what your child is watching,
uploading and sharing with other users. It

will also display their recently watched videos,
searches and recommended videos. In general, a
Google Family account gives you an oversight of
how your child is using sites like YouTube and
helps you ensure they are only accessing
appropriate content.

MONITOR ENGAGEMENT

YouTube is the online viewing platform of
choice for billions of people, many of them
children. Younger children will watch
different content to older ones, of course, and
react to content differently. You may want to
keep an eye on how your child interacts with
content on YouTube — and, if applicable, with t}
content creators — to understand the types

of videos they are interested in.

Meet Our Expert

Clare Godwin (a.k.a. Lunawolf) has worked as an editor and
journalistin the gaming industry since 2015, providing
websites with event coverage, reviews and gaming guides.
She is the owner of Lunawolf Gaming and is currently working
on various gaming-related projectsincluding game
development and writing non-fiction books.
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CHECK PRIVACY SETTINGS

YouTube gives users the option of uploading
videos as ‘private’ or ‘unlisted’ — so they could
be shared exclusively with family and friends,
for example. Comments on videos can also be
disabled and channels that your child is
subscribed to can be hidden. If your child is only
uploadin? videos that are protected as ‘private’,
they are far less likely to receive direct

messages from strangers.
&
LIMIT SPENDING v e

Although YouTube is free, it does offer some

in-app purchases: users can rent and buy TV [/
shows and movies to watch, for example. If (
you‘re not comfortable with your chil

purchasing content online, limit their access to

your bank cards and online payment methods.
Manyc;)arents have discovered to their cost that

a child happily devouring a paid-for series

quickly leads to an unexpected bill!
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 26.01.2022



