5% _ 2BeSafe - Being Safe in a Digital World
: Themes and, Objectives — Whole School

Session 1 - Iounexplmn

Session 1 - I can explain

Wﬁ/%lﬁmﬁwm/ ' : be different to" my offline copied, modified or altered. | content relating to gender,
sowwbodg,w‘rwnwkes,t}wm embharrassed, or upset. culture and other groups,
emharrus/sedorupset important to challenge and
representations online.
Session 2 - If something Session 2 - I can give Session 2 - I can give Session 2 - I can describe Session 2 - I can Session 2 - I can describe
happens that makes me feel example&ojllssue&mwxw example&ojlts&w&onhne positive ways, for someone to | demonstrate how to- make issues online that could
Session 3 - I can explain Session 3 - I can explain the
that others online can importance of asking until I
pretend to he someone else, get the help needed.
can suggest reasons why,




Online Relationships
Reception [Year1 | Year2
Session 1 - I can recognise Session 1 - I can give Session 1 - I can give Session 1 - I can describe Session 1 - I can descrihe Session 1 - I can give Session 1 - I can explain
some ways in which the examples of when I should, examples of how someone wuays people who have strategies for safe and fun examples of technology how sharing something,
internet can be used to ask permission to do might use technology to sinuLarhkz&mdmemst& experiences in o range of specific forms of online may have an impact
communicate. something online and communicate with others can get together online. online social environments communication (e.g. emajis, | either positively or
explain why this is they don't also know offline (e.g. livestreaming, gaming memes and, GIFs). negatively.
be risky. (e.g. email, online
gaming, a pen-pal in
another school / country).
Session 2 - I can give Session 2 - I can use the Session 2 - I can explain Session 2 - I can explain Session 2 - I can give Session 2 - I can explain Session 2 - I can describe
examples of how I (might) internet with adult support who I should ask hefore what it means to ‘know examples of how to be that there are some people I how to be kind and show
use technology to to communicate with people | sharing things abhout myself | someone’ online and why respectful to others online communicate with online respect for others online
communicate with people I I know (e.g. video call apps | or others online. this might be different from. | and, describe how to who may want to dome or | including the importance of
know:. OT services). knowing someone offline. ise healthy and my friends harm. I can respecting houndaries
unhealthy online hehaviours. | recognise that this is not my | regarding what is shared
/ our fault. ahout them online and how
to support them if others do
not.
Session 3 - I can explain Session 3 - I can descrihe Session 3 - I can explain Session 3 - I can explain Session 3 - I can describe Session 3 - I can descrihe
Whg,wl&unpmtantwbe dA}}arenLWUg&Wask}Ur Whm;l&m,e,antbg,tmsnng, how content shared online some of, the ways people how things shared privately
people online and to respect mmmm%m d,lﬂammb}rmnhhng, person but may he important wmmumﬂz&w@desmb,e/ consequences for others. e.g.
L&urmorwrwwbaoargﬂtw Jeelings and, beliefs. constructively with others
about who to trust online and make positive
including what information contributions (e.g. gaming
and, content they are trusted communities or social media
with. groups).
Session 4 - I can explain Session 4 - I can explain Session 4 - I can explain Session 4 - I can explain Session 4 - I can explain
why, things one person finds | why I have a right to say, why, someone may, change how someone can get help iff | that taking or sharing
Junny or sad online may not | ‘no’ or ‘T will have to ask their mind about trusting, they are having problems inappropriate images off
abways he seen in the same | someone’. I can explain who | anyone with something, iff and identify when to tell a someone (e.g. emharrussing
pressure to agree to uncomfortable or worried. is okay, may have an impact
something I am unsure Jor the sharer and others;
ahout or don't want to do. and who can help i
someone is worried about
this.
Session 5 - I can identify Session 5 - I can explain Session 5 - I can
who can help me if how someone’s feelings can demnnstmtzW'wsuppurt
something happens online b,eh.w‘bbg,wh,abl&sw,d,or mdudmg,thmw‘rw
online.

Session 6 - I can explain
how it may make others feel
LI danotashﬂwr

Session 6 - I can explain the
unf)grwnwoﬁgmwld,
sharing things online; how

online is the same as sharing,




offline e.g. sharing images
and, videos.

Session 7 - I can explain
why I should abways ask a
"yes!, * or )
online.

Online Reputation
Reception [Yeari | Year2
Session 1 - I can identify Session 1 - I can recognise Session 1 - I can recognise Session 1 - I can explain Session 1 - I can describe Session 1 - I can search for | Session1 - I can explain the
information on the intemet. online and, could, he copied. online and, could, he copied. information ahout others about others by, searching individual online and develop a positive online
Jound.
Session 2 - I can describe Session 2 - I can give Session 2 - I can explain Session 2 - I can descrihe Session 2 - I can explain
how anyone’s online examples of what anyone wuys that some of the wuays that information ahout | strategies anyone can use to
others. to share about themselves, online could have been by others to make judgments | personality and online
online. T can explain the created, copied or shared by | about an individual and why, | reputation, including degrees
sharing anything personal.
Session 3 - I know who to Session 3 - I can explain




Session 1 - I can recognise

Session 1 - I can recognise

wuys that some people can how to behave online in what hullying is, how people | appropriate ways tobehave | when someone is upset, hurt | online bullying can be how to capture hullying
he unkind online. wuys that do not upset may, bully, others and how towurds other people online | or angry online. different to bullying in the content as evidence (e.g.
others and can give bullying can make someone | and why this is important. physical world and can screen-grab, URL, profile) to
examples. Jeel. describe some of those share with others who can
Scsmnz—loanoﬂfar Session 2 - I can explain Session 2 - I can give Session 2 - I can describe Session 2 - I can describe Session 2 - I can explain
unkind online can make experiences bullying is not to | hehaviowr could appear through a range of media perceives as playful joking online bullying in different
others feel. online and how someone (e.g. image, video, text, and teasing (including contexts.
can get support. chat). ‘banter’) might be
experienced hy others as
bullying.
Sessmv3-Icantthabowt Session 3 - I can explain Session 3 - I can explain
they post might affect and identify when to tell a

others feel abhout them (their

reputation).

bullying, and how to access
them (e.g. Childline or The
Mix).




Session 1 - I can talk about Session 1 - I can use simple | Session1 - I can Session 1 - I can analyse Session 1 - I can explain the | Session1 - I can explain
how to use the intemet as @ | examples of how to find, keywords. in search engines. dunmwtmtzhuwwusakzg, information to- make @ henefits and, limitations of how search engines work
online. technologies, e.g. search gather accurate information. | accuracy and I understand search technologies e.g. and ranked.
engines, voice activated online. why it is important to make | voice-activation search
searching). my, own decisions regarding | engine. I can explain how
content and, that my, some technology can limit
decisions are respected by the information I aim
others. presented with e.g. voice-
one result.
Scs.siunz—loanidanﬂ}g, Session 2 - 1 know / Session 2 - I can Session 2 - I can explain Session 2 - I can describe Session 2 - I can explain Session 2 - I can explain
devices I could use to-access | understand that we can demonstrate how to navigate | what autocomplete is and how to search for what is meant by ‘heing how to use search
information on the intemet. encounter a range of things a simple wehpage to get to how to choose the hest information within a wide sceptical’; I can give technologies effectively.
online including things we information I need (e.g. suggestiorn. group of technologies and examples of when and why,
hkzanddonthlwa&we%a& home, forward, hack make o judgement ahout the | it is important to he
things which are real or buttons; links, tahs and, prohable accuracy, (e.g. ‘sceptical.’
make helieve / o joke. sections). social media, image sites,
video sites).
Session 3 - I know how to Session 3 - I can explain Session 3 - I can explain Session 3 - I can descrihe Session 3 - I can evuluate Session 3 - I can describe
ge»thelp}rmnatmsmd,adw;‘, what voice activated how the internet can he used, | SoMe of the methods used to | digital content and can howsmmordm
us feel sad, uncomfortahle might be used, and, know it things online (e.g. ahout what is trustworthy, and can offer examples.
worried or frightened. is not o real person. (e.g. adwvertising offers; in-app e.g. differentiating hetween
Alexa, Gougle Now; Siri). purchases, pop-ups) and can | adverts and search results.
recognise some of these
when they appear online.
Session & - I can explainthe | Session & - I can explainthe | Session & - I can explain Session & - I can explain Session 4 - I can explain
difference hetween things, difference between a ‘helief, | why lots of people sharing, key, concepts including: how and why some people
that are imaginary, ‘made an ‘opiniony and a ‘fact. and | the same opinions or heliefs | information, reviews, A may present ‘opi as
up’ or ‘make helieve’ and can give examples of how online do not make those opinion, belief, volidity, ‘Pacts’; why the popularity of
things that are ‘true’ or ‘real.’ | and where they might be opinions or beliefs true. reliahility and evidence. an opinion or the
shared online, e.g. in videos, personalities of those
or perhaps even legal.
Session 5 - I can explain Session 5 - I can explain Session 5 - I can explain Session 5 - I can identify Session 5 - I can define the
why, some information I find | that not all opinions shared | that technology can be wuys the intemet can drow | terms ‘influence’,
online may not he real or may he accepted as true or designed, to act like or us to information for ‘manipulation’ and
true. Jair by others (e.g. monsters | impersonate li things, different agendas, e.g. ‘persuasiony and explain how
under the bed). (e.g. hots) and describe what | wehsite notifications, pop- someone might encounter
the henefits and the risks ups; targeted ads. these online (e.g. advertising
Session 6 - I can describe Session 6 - I can explain Session 6 - I can describe Session 6 - I understand the
and demonstrate how we what is meant by fake news | wuys of identifying when concept of persuasive design
can get help from a trusted e.g. why some people will cnhnzconwwha&bmrb and how it can be used to
adult if we see content that create stories or alter sponsored or influences peoples’ choices.
makes us feel sad, photographs and put them hoosted, (e.g. by commercial
Jrightened. is true when it isn't.




content creators,

influencers).

Session 7 - I can explain Session 7 - I can

what is meant by the term demonstrate how to analyse

‘stereotype, how and evaluate the validity of

and, reinforced online, and canexplwnwhy,u&ng,t}wse

may, influence how people

think about others.

Session 8 - I can describe Session 8 - Ioane,xplum

someone’s emotions and, providers target people with

behaviour, and explain why, | online news stories they are

this may, be harmful. more likely to engage with
and how to recognise this.

Session 9 - I can explain Session 9 - I can describe

Mmmwmwwbg,a,hm»o I | thedi hetween online

hefore they share.
Session 10 - I can explain
why information that is on a
still be inaccurate or untrue.
I can assess how this might
happen (e.g. the sharing of
misinformation or
Session 11 - I can identify,
Jlag and report inappropriate

content.




Health, Well-heing and Lifestyle

Reception

Session 1 - I can identify Session 1 - I can explain
rules that help keep us safe rules to keep myself safe
and healthy in and beyond when using technology hoth,
the home when using in and heyond the home.
technology. I can give some

Session 1 - I can describe
wuys technology, can affect
health and well-heing hoth,
positively, (e.g. mindfulness
apps) and negatively.

Session 1 - I can describe
commaon systems that
regulate age-related content
(e.g. PEGI, BBFC, parental
wuarnings) and describe their
purpose.

Session 2 - I can describe

why some online activities times or situations when some strategies, tips or can discuss the pressures

and know who' I cantalkto | technology e.g. I can technology. they could manage this.

if others pressure me to suggest strategies to help

uncomfortable (e.g. age

sites).
Session 3 - I recognise the Session 3 - I can recognise
accessing information about | and how they are used to
health and well-being online | keep users engaged (cwrrent
Session & - I can explain Session 4 - I can assess and,
how and why some apps action different strategies to
and gaumes may request or limit the impact of
take payment for additional | technology on health (e.g.
content (e.g. in-app night-shift mode, regular
purchases, loothoxes) and breaks, correct posture, sleep,
seeking permission from a
trusted, adult hefore




Session 1 - I can identify Session 1 - I can explain Session 1 - I can explain Session 1 - I can describe Session 1 - I can describe Session 1 - I can explain Session 1 - I can describe
some simple examples of my, | that passwords are used, to how passwords can he used, smtplestrutzgw&ﬁorcmaﬂng, strategies for keeping, what a strong password, is effective ways people can
information (e.g. protect information, to protect information, and, keeping, passwords, personal information private, | and demonstrate how to manage passwords (e.g.
age, location). saving them in the hrowser)
Session 2 - I can describe Session 2 - I can recognise | Segsign 2 - I can explain Session 2 - I can gi Session 2 - I can explain Session 2 - I can explain Session 2 - I can explain
who would be trusbworthy to' | more detailed examples of and give examples of what rwsomw‘ng,somp;mn; that internet use is never how many free apps or what to do il a password. is
share this information with; | information that is personal | is, meant hy, ‘private’ and should only share Jully private and is services may read and share | shared, lost or stolen.
I can explain why, they are wsmﬂm(&g,.m keeping things private. information with people they | monitored, e.g. adult private information (e.g.
trusted. meww choose to and can trust. I supervision. Jriends, contacts, likes,
school, family names) can explain that if they, are images, videos, voice,
not sure or feel pressured, messages, geolocation) with
then they should tell a
trusted, adult.
Session 3 - I can explain SessumB I can describe Sessiun3-IcandesoriJaz Ses»sinnS—Ioandesm‘hz Sesswn,3—lcune>cplmn Session 3 - I can descrihe
abways ask a trusted adult keeping, personal information. | collect and share anyone's may seek consent to store and, can give some examples. | keep their sofoware and apps
before sharing any personal | private (e.g. creating and, information with others. information about me; I up to date, e.g. auto
information online, protecting passwords). know how to respond updates.
helonging to myself or appropriately and who I can
athers. ask i I am not sure.
Session 4 - I can explain Ses»sinnlo—llarwwwhutthz Session 4 - I can describe
give examples (e.g. lights,

%dge&bogsbdwm)

- I know that
online services have terms
und,wnd,u‘,wn&thabgovun




Session 1 - I know that work Session 1 - I can recognise Session 1 - I can explain Session 1 - When searching | Session1 - I can assess and | Session1 - I can
I create helongs to me. why work I create using that content on the intermet why, copying someone else’s | on the intemet for content to | justify when it is acceptable | demonstrate the use of
technology helongs to- me. may helong to other people. | work from the internet use, I can explain why I to use the work of others. search tools to find and,
without permission isn't fair | need to consider who owns access online content which
and can explain what it and whether I have the can be reused by, others.
problems this might cause. right to reuse it.
Session 2 - I canname my | Session 2 - I cansay why it | Session 2 - I can describe Session 2 - I can give some | Session 2 - I can give Session 2 - I can
work so that others know it | belongs to me (e.g. ‘I why, other people’'s work simple examples of, content examples of content that is demonstrate how to- make
helongs to me. designed it or ‘T filmed it"). helongs to them. which I must not use permitted to be reused and, references to- and,
without permission from the | know how this content can acknowledge sources I have
owner, e.g. videos, music, be found, online. used, from the internet.

Session 3 - I can save my

work under a suitable title /
name so that others know it
helongs to me (e.g. filename,

name on content).

Session 4 - I understand
that work created by, others
does not helong, to- me even
i£ 1 save o copy.




